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IV 

引  言 

̆ Ḥ ԑ ̆ ȁᶏ ҩֲḤ

̆ ױֲ Ḃ≠ ̆Ӟ₮ ԅ ҩֲḤ ȁ ȁ ̆ҩֲḤ

ῃ ҳҤ Ȃ 

‰ ҩֲḤ ҳ ῃ ̆ ȇҬ ֲ ῍ ῃ Ȉ ῏ ̆

ҩֲḤ └ ȁ Ữȁᶏ ȁ῍֣ȁ ȁῈ Ḥ Ҭ ῏ ҹ̆

└ҩֲḤ ȁ ȁ Ӱ ̆ Ḡ ҩֲ ᴪῈ῍≠ Ȃ 

‰Ҭ ΐᵣԊ ̆ ̆ ῒ Ȃ 
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信息安全技术 个人信息安全规范 

1 范围 

‰ ԅ ȁ Ữȁᶏ ȁ῍֣ȁ ȁῈ ȁ− ҩֲḤ

ꜚ ↕ ῃ Ȃ 
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ֲ ֟ ῃ̆ ҩֲ ȁ ẫ ⌠ ̆ ԍ

ҩֲ Ḥ Ȃ 

3.3  

个人信息主体 personal information subject 

ҩֲḤ ῏ ֲȂ 

3.4  

个人信息控制者 personal information controller 

ⱬ‗ ҩֲḤ ȁ ҩֲȂ 

3.5  

收集 collect 

ҩֲḤ └ ҹȂ 
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3.10  

删除 delete 

ҙⱵⱳ Ҭ ҩֲḤ ҹ̆ᶏῒḠ Ҍ ȁ

Ȃ 

3.11  

公开披露 public disclosure 

ᴪ Ҍ ֲ Ḥ ҹȂ 
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4 个人信息安全基本原则 

ҩֲḤ └ ҩֲḤ ꜚ ȁ ȁ ↕ ΐ̆ᵣ  ̔

a) ѿ —— ῒז Ḡ ҩֲḤ ῃ̆ ῒҩֲḤ

ꜚ ҩֲḤ Һᵣ ᴋ̕ 

b) ——ΐ ȁ ȁΐᵣ ҩֲḤ ̕ 

c) —— ҩֲḤ Һᵣ ҩֲḤ ȁ ȁ ↕̆

ῒ ̕ 

d) —— ҩֲḤ Һᵣ ҩֲḤ

Ȃ ̆ − ҩֲḤ ̕ 

e) Ὲ ץ—— ȁ Ὲ ҩֲḤ ȁ ȁ

↕ ̆ ̕ 

f) Ḡ ῃ——ΐ ҍ ҳ ῃ ῃ ⱬ̆

̆Ḡ ҩֲḤ Ḡ ȁ ȁ ̕ 

g) Һᵣ ҍ—— ҩֲḤ Һᵣ ᶫ ȁ ȁ− ῒҩֲḤ ץ̆

ȁ ȁ Ȃ 

5 个人信息的收集 

5.1 收集个人信息的合法性 

ҩֲḤ └ ̔ 

a) Ҍ ץ ȁ ȁ ҩֲḤ ̕ 

b) Ҍ ֟ Ⱶ ΐ ҩֲḤ ⱳ ̕ 

c) Ҍ ׆ ҩֲḤ Ȃ 

5.2 收集个人信息的最小必要 

ҩֲḤ └ ̔ 

a) ҩֲḤ ҍ ֟ Ⱶ ҙⱵⱳ ῏ ̕ ῏

҉ ҩֲḤ ҍ̆֟ Ⱶ ⱳ ̕ 

b) ꜚ ҩֲḤ ֟ Ⱶ ҙⱵⱳ ᵞ  ̕

c) ҩֲḤ ֟ Ⱶ ҙⱵⱳ Ȃ 

5.3 多项业务功能的自主选择 

֟ Ⱶ ᶫ ҩֲḤ ҙⱵⱳ ҩֲ̆Ḥ └ Ҍ ҩ

ֲḤ Һᵣ Һ ̆ ҩֲḤ Һᵣ ֟ Ⱶ ᶫ ҙⱵⱳ

ҩֲḤ Ȃ ҩֲḤ └ ̔ 

a) Ҍ ֟ Ⱶ ҙⱵⱳ ̆ ҩֲḤ Һᵣѿ

ῒ ᶏ ҙⱵⱳ ҩֲḤ ̕ 

b) ҩֲḤ Һᵣ Һᵬ₮ ꜚᵬ̆ Һꜚ ₯ȁ ȁ Ώ ̆ᵬҹ

֟ Ⱶ ҙⱵⱳ ᴆȂҩֲḤ └ ֽ ҩֲḤ Һᵣ

ҙⱵⱳ ̆ ҩֲḤ ̕ 

c) ῏ ₮ҙⱵⱳ ҍҩֲḤ Һᵣ ᶏ ҙⱵⱳ

ḂȂҩֲḤ Һᵣ ῏ ₮ ҙⱵⱳ ̆ҩֲḤ

└ Ả ҙⱵⱳ ҩֲḤ ꜚ̕ 
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5) ҩֲḤ Һᵣ ≠ └̆ ȁ ȁ− ȁ

ȁ ȁ ҩֲḤ ◐ ȁ Ḥ

ꜚ‗ ̕ 

6) ᶫҩֲḤ ῃ ̆ Ҍ ᶫҩֲḤ ֟

̕ 

7) ҩֲḤ ῃ ↕̆ΐ ῃ ⱬ̆ץ ҩֲḤ

ῃḠ ̆ Ὲ ῃ ҩֲḤ Ḡ ῏

̕ 

8) ҩֲḤ Һᵣ ȁ ץ̆└ ‗

Ȃ 

b) ҩֲḤ Ḡ Ḥ ȁ‰ ȁ ̕ 

c) ҩֲḤ Ḡ ῤ ̆ ӟ ̆ᶏ ‰

ȁ ̆ ᾧᶏ ӈ ̕ 

d) ҩֲḤ Ḡ Ὲ ғ ԍ ̆ᶛ ̆ Һ ȁ ꜚԑ

ȁ CҬ ֜ԑ ᵝ ̕ 

e) ҩֲḤ Ḡ ѿ



GB/T 
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a) ҩֲḤ ֲ ̆ └ ̆ᶏῒ

ҩֲḤ ̆ғֽΐ ᵬ

̕ 

b) ҩֲḤ ᵬ ῤ ̆ ḱ ȁ ȁҊ

ᵬ̕ 

c) ῃ ֲ ȁ ᵬֲ ȁ ֲ № ̕ 

d) ᵬ ̆ ֲ ҩֲḤ ̆ ҩֲḤ Ḡ

ᴋֲ ҩֲḤ Ḡ ᵬ ̆ Ύ̕ 

注：ҩֲḤ Ḡ ᴋֲ ҩֲḤ Ḡ ᵬ 11.1Ȃ 

e) ҩֲ Ḥ ȁḱ ᵬ ҹ̆ └ ҉̆

ҙⱵ ᵬ Ȃᶛ ̆ ⌠ ̆ ֲ

ҩֲḤ Һᵣ ῏Ḥ Ȃ 

7.2 个人信息的展示限制 

ҩֲḤ ̂ ȁ ̃̆ҩֲḤ └ ҩ

ֲḤ ̆ ᵞҩֲḤ Ȃᶛ ̆ ҩֲḤ

̆ ῤ ֲ ҩֲḤ Һᵣӊ ῒֲז ҩֲḤ Ȃ 

7.3 个人信息使用的目的限制 

ҩֲḤ └ ̔ 

a) ᶏ ҩֲḤ ̆Ҍ ₮ҍ ҩֲḤ ΐ ῏

Ȃ ҙⱵ ̆ ₮҉ ᶏ ҩֲḤ ̆ Ῥ ҩֲ

Ḥ Һᵣ ̕ 

注： ҩֲḤ ԍ ₮ ȁ ȁ ᴪȁ ᵣ ̆

ԍҍ ΐ ῏ ӊῤȂᵖ ᶫ ̆ Ҭ

ҩֲḤ Ȃ 

b) ҩֲḤ ⱴ ֟ Ḥ ̆ ҍῒזḤ

≢ ֲ ᴍ ֲ ꜚ ’ ̆ ῒ ҹҩֲḤ

Ȃ ῒ ҩֲḤ Ȃ 

注：ⱴ ֟ ҩֲḤ ԍҩֲ Ḥ ̆ ῒ ҩֲ Ḥ Ȃ 

7.4 用户画像的使用限制 

ҩֲḤ └ ̔ 

a) ἝҬ ҩֲḤ Һᵣ ̆Ҍ ̔ 

1) ȁ ȁ ȁ Ḥȁ ȁ ⱬ ῤ ̕ 

2) ȁ ȁ ȁ ȁ ῤ Ȃ 

b) ҙⱵ ҙⱵ ᵬҬᶏ Ἕ ̆Ҍ ̔ 

1) ᷅ Ὲ ȁ ֲ ῒז ̕ 

2) ῃȁ ≠ ̆ ꜚ ȁ ᴪҺӈ└ ̆

ꜚ№ ȁ ѿ̆ Һӈȁ Һӈ̆ ֿ ȁ

̆ᴰ ⱬȁ Ḥ ̆ ȁᴰ ẊḤ Ӱ

ᴪ Ȃ 
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c) ҹ ҩֲḤ Һᵣ ᶏ ̆ᶏ ҩֲḤ

ᴍ ̆ ᾧ ᵝ⌠ ҩֲȂɒ ҹ̆‰ ᴇҩֲḤ ’̆

ᶏ Ἕ̆ ԍ ҙ ̆↕ ᶏ ἝȂ 

7.5 个性化展示的使用 

ҩֲḤ └ ̔ 

a) ҩֲḤ Һᵣ ᶫҙⱵⱳ Ҭᶏ ҩ ̆ №ҩ

ῤ ҩ ῤ ̕ 

注： № ᵖҌ ԍ̔ ľ Ŀ ̆ Ҍ ȁ ȁ №≢

Ȃ 

b) ҩֲḤ Һᵣ ᶫ Ⱶ Ⱶ Ҭ̆ ῐ ȁ

ӟ ῒ ᶫ Ⱶ ҩ ̆

ᶫҌ ῒҩֲ ̕ 

注： ԍҩֲḤ Һᵣ ᵝ ȁ ̆ғҌ ҩֲḤ Һᵣ ᴍҌ

Ҍѿ ῤ ̆↕ ԍҌ ῒҩֲ Ȃ 

c) ҩֲḤ Һᵣ Ḥ Ⱶ Ҭᶏ ҩ ̆ ̔ 

1) ҹҩֲḤ Һᵣ ᶫ ₮ ῏ ҩ ̕ 

2) ҩֲḤ Һᵣ ₮ ῏ ҩ ̆ ҩֲḤ Һᵣ ᶫ

− ꜚ ԍ ҩֲḤ Ȃ 

d) ҩֲḤ Һᵣ ᶫҙⱵⱳ Ҭᶏ ҩ ̆ ҩֲḤ

Һᵣ ҩ ᶭ ҩֲḤ ̂ ȁ Ἕ ̃ Һ └ └̆

Ḡ ҩֲḤ Һᵣ ҩ ῏ ⱬȂ 

7.6 基于不同业务目的所收集个人信息的汇聚融合 

ҩֲḤ └ ̔ 

a) 7.3 ̕ 

b) ҩֲḤ ԍ ̆ ҩֲḤ ῃ ᵀ̆

ҩֲḤ Ḡ Ȃ 

7.7 信息系统自动决策机制的使用 

ҩֲḤ └ ҙⱵ ᶏ Ḥ ΐ̆ ꜚ‗ └ғ ҩֲḤ Һ

ᵣ ̂ᶛ ̆ ꜚ‗ ҩֲ Ḥ ̆ ԍ ֲ ꜚ

̃̆ ̔ 

a) ⅞ ᶏ ╠ ҩֲḤ ῃ ᵀ̆ ᶭ ᵀ

Ḡ ҩֲḤ Һᵣ ̕ 

b) ᶏ Ҭ ̂ ѿ ̃ ҩֲḤ ῃ ᵀ̆ ᶭ ᵀ

Ḡ ҩֲḤ Һᵣ ̕ 

c) ҩֲḤ Һᵣ ᶫ ꜚ‗ ̆ ꜚ‗

ֲ Ȃ 

8 个人信息主体的权利 

8.1 个人信息查询 

ҩֲḤ └ ҩֲḤ Һᵣ ᶫ Ҋ↓Ḥ ̔ 
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a) ῒ ῏ԍ Һᵣ ҩֲḤ ҩֲḤ ̕ 

b) ҉ ҩֲḤ ȁ ԍ ̕ 

c) ҉ ҩֲḤ ҈ ᴍ Ȃ 

注̔ҩֲḤ Һᵣ ₮ ῒҺꜚ ᶫ ҩֲḤ ̆ҩֲḤ └ Ҍ

ҩֲḤ Һᵣ ץ̆ ȁ ̆ᵬ

₮ ‗ ̆ ₮ Ȃ 

8.2 个人信息更正 

ҩֲḤ Һᵣ ҩֲḤ └ Һᵣ ҩֲḤ Ҍ ̆

ҩֲḤ └ ҹῒ ᶫ ᾟḤ Ȃ 

8.3 个人信息删除 

ҩֲḤ └ ̔ 

a) ץҊ ̆ҩֲḤ Һᵣ − ̆ − ҩֲḤ ̔ 

1) ҩֲḤ └ ̆ ȁᶏ ҩֲḤ ̕ 

2) ҩֲḤ └ ҍҩֲḤ Һᵣ ̆ ȁᶏ ҩֲḤ Ȃ 

b) ҩֲḤ └ ҍҩֲḤ Һᵣ ҈ ῍

֣ȁ ҩֲḤ ̆ғҩֲḤ Һᵣ − ̆ҩֲḤ └ Ả

῍֣ȁ ҹ̆ ҈ − ̕ 

c) ҩֲḤ └ ҍҩֲḤ Һᵣ ̆Ὲ ҩ

ֲḤ ̆ғҩֲḤ Һᵣ − ̆ҩֲḤ └ Ả Ὲ
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ҩֲḤ └ └ ̆ ῤ

Ȃ 

9 个人信息的委托处理、共享、转让、公开披露 

9.1 委托处理 

ҩֲḤ └ ҈ ҩֲḤ ̆ Ҋץ ̔ 

a) ҩֲḤ └ ᵬ₮ ҹ̆Ҍ ₮ ҩֲḤ Һᵣ

5.6 ↓ ̕ 

b) ҩֲḤ └ ҹ ҩֲḤ ῃ ᵀ̆ Ḡ ⌠

11.5 ῃ ⱬ ̕ 

c) ̔ 

1) Ҥ ҩֲḤ └ ҩֲḤ Ȃ

ҩֲḤ └ ҩֲḤ ̆ ҩֲḤ └

̕ 

2) Ῥ ̆ Ԋᾢ ҩֲḤ └ ̕ 

3) ꜛҩֲḤ └ ҩֲḤ Һᵣ ԍ8.1~8.6 ₮ ̕ 

4) ҩֲḤ Ҭ ᶫ ῃḠ ԅ

ῃԊᴆ ̆ ҩֲḤ └ ̕ 

5) ῏ ҌῬ Ữ ῏ҩֲḤ Ȃ 

d) ҩֲḤ └ ̆ ᵖҌ ԍ̔ 

1) ᴋ ӈⱵ̕ 

2) Ȃ 

e) ҩֲḤ └ ‰ Ữ ҩֲḤ ’̕ 

f) ҩֲḤ └ ҩֲḤ ̆

ҩֲḤ ῃḠ ᴋ ̆ Ả ῏ ҹ̆ғ

̂ ȁפ ȁ ̃

└ ҩֲḤ ҳ ῃ Ȃ ҩֲḤ └ ҍ

ҙⱵ῏ ̆ − ҩֲḤ׆ └ ҩֲḤ Ȃ 

9.2 个人信息共享、转让 

ҩֲḤ └ ῍֣ȁ ҩֲḤ ̆ ᾟ№ Ȃ῍֣ȁ ҩֲḤ ̆

ȁῚ ȁ ȁ ֟ ̆ Ҋץ ̔ 

a) Ԋᾢ ҩֲḤ ῃ ᵀ̆ ᶭ ᵀ Ḡ ҩֲḤ Һᵣ

̕ 

b) ҩֲḤ Һᵣ ῍֣ȁ ҩֲḤ ȁ ץ

֟ ̆ Ԋᾢ ҩֲḤ Һᵣ Ȃ῍֣ȁ

ҩֲḤ ̆ғ Ḡ ≢ ῏ ҩֲḤ Һᵣ

̕ 

c) ῍֣ȁ ҩֲ Ḥ ╠̆  b̃Ҭ ῤ ̆ ҩֲḤ Һᵣ

ҩֲ Ḥ ȁ ᴍ ῃ ⱬ̆ Ԋᾢ

ҩֲḤ Һᵣ ̕ 

d) ᴋ ӈⱵ̕ 
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e) ‰ ỮҩֲḤ ῍֣ȁ ’̆ ῍֣ȁ ȁ ȁ

ץ̆ ’ ̕ 

f) ҩֲḤ └ ҩֲḤ

̆ Ả ῏ ҹ̆ғ

̂ ȁפ ȁ ̃ └ ҩֲḤ

ҳ ῃ ̕ ҩֲḤ └ ҍ ҙⱵ῏ ̆

− ҩֲḤ׆ └ ҩֲḤ ̕ 

g) ῍֣ȁ ҩֲḤ ῃԊᴆ ҩֲḤ Һᵣ ̆

ҩֲḤ └ ᴋ̕ 

h) ꜛҩֲḤ Һᵣԅ ҩֲḤ Ữȁᶏ ץ̆’ ҩֲ

Ḥ Һᵣ ≠̆ᶛ ̆ ȁ ȁ− ȁ ̕ 

i) ҩֲ ≢Ḥ ↕҉Ҍ ῍֣ȁ Ȃ ҙⱵ ̆ ῍֣ȁ ̆

ҩֲḤ Һᵣ ȁ ҩֲ ≢Ḥ ȁ

ΐᵣ ᴍ ῃ ⱬ ̆ ҩֲḤ Һᵣ Ȃ 

9.3 收购、兼并、重组、破产时的个人信息转让 

ҩֲḤ └ ȁῚ ȁ ȁ ֟ ̆ ҩֲḤ └

̔ 

a) ҩֲḤ Һᵣ ῏ ’̕ 

b) ҩֲḤ └ ҩֲḤ └ ᴋ ӈⱵ̆

ҩֲḤ ᶏ ̆ ҩֲḤ Һᵣ ̕ 

c) ֟ғ ̆ Ạ− Ȃ 

9.4 个人信息公开披露 

ҩֲḤ ↕҉Ҍ Ὲ ȂҩֲḤ └ ΐ Ԋ Ὲ

̆ Ҋץ ̔ 

a) Ԋᾢ ҩֲḤ ῃ ᵀ̆ ᶭ ᵀ Ḡ ҩֲḤ Һᵣ

̕ 

b) ҩֲḤ Һᵣ Ὲ ҩֲḤ ȁ ̆ Ԋᾢ ҩֲḤ Һ

ᵣ ̕ 

c) Ὲ ҩֲ Ḥ ╠̆  b̃Ҭ ῤ ̆ ҩֲḤ Һᵣ

ҩֲ Ḥ ῤ ̕ 

d) ‰ ỮҩֲḤ Ὲ ’̆ Ὲ ȁ ȁ

ȁῈ ̕ 

e) Ὲ ҩֲḤ ҩֲḤ Һᵣ ᴋ̕ 

f) Ҍ Ὲ ҩֲ ≢Ḥ ̕ 

g) Ҍ Ὲ Ὲ ȁ ȁ ȁ Ḥᴀ ҩֲ

№ Ȃ 

9.5 共享、转让、公开披露个人信息时事先征得授权同意的例外 

Ҋץ Ҭ̆ҩֲḤ └ ῍֣ȁ ȁῈ ҩֲḤ Ҍ Ԋᾢ ҩֲḤ

Һᵣ ̔ 

a) ҍҩֲḤ └ ӈⱵ ῏ ̕ 

b) ҍ ῃȁ ῃ ῏ ̕ 
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c) ҍῈ῍ ῃȁῈ῍ ȁ Ὲ῍≠ ῏ ̕ 

d) ҍ⅝Ԋᶶ ȁ ȁ ∞ ∞‗ ῏ ̕ 

e) ₮ԍ ҩֲḤ Һᵣ ῒזҩֲ ȁ ֟ ᵖ ⌠

ֲ ̕ 

f) ҩֲḤ Һᵣ ᴪῈᴧῈ ҩֲḤ ̕ 

g) ׆ Ὲ Ḥ Ҭ ҩֲḤ ̆ ȁ Ḥ Ὲ

Ȃ 

9.6 共同个人信息控制者 

ҩֲḤ └ ̔ 

a) ҩֲḤ └ ҍ ҈ ҹ῍ ҩֲḤ └ ̆ҩֲḤ └

ҍ ҈ ῍ ҩֲḤ ῃ ץ̆ ҩֲḤ

ῃ ҈ №≢ ᴋ ӈⱵ̆ ҩֲḤ Һᵣ  ̕

b) ҩֲḤ Һᵣ ҈ ᴍ̆ץ ҩֲḤ ῃ

҈ №≢ ᴋ ӈⱵ̆ҩֲḤ └ ҈ ҩֲḤ

ῃ ᴋȂ 

注： ҩֲḤ └ ᶫ֟ Ⱶ Ҭ ԅ ҩֲḤ ҈ ᴆ̂ᶛ ̆

ҍ ῒ Ҭ № ΐȁ ᴆ ΐ SDKȁ API ̃̆

ғ ҈ ҩֲḤ Һᵣ ҩֲḤ ̆↕ҩֲḤ └ ҍ ҈

ҩֲḤ ҹ῍ ҩֲḤ └ Ȃ 

9.7 第三方接入管理 

ҩֲḤ └ ῒ֟ ⱵҬ ῀ΐ ҩֲḤ ⱳ ҈ ֟

ⱵғҌ 9.1 9.6 ̆ ҩֲḤ └ ̔ 

a) ҈ ֟ Ⱶ ῀ └ ᵬ ̆ ῃ ᵀ

└ ῀ ᴆ̕ 

b) ҍ ҈ ֟ Ⱶ ᶫ ῃ ᴋ

ҩֲḤ ῃ ̕ 

c) ҩֲḤ Һᵣ ֟ Ⱶ ҈ ᶫ̕ 

d) ҈ ῀ ῏ ̆ Ḡ ᶫ ῏ ̕ 

e) ҈ ‰ ῏ ҩֲḤ Һᵣ ҩֲḤ

̆ ῒ ̕ 

f) ҈ ֟ Ⱶ ҩֲḤ Һᵣ ᶫҩץ̆└

ֲḤ Һᵣ ȁᶏ ̕ 

g) ҈ ֟ Ⱶ ᶫ ⱴ ҩֲḤ ῃ ̆ ҈ ֟

Ⱶ ῃ ᴋ ̆ Ḇ ̆ Ả ῀̕ 

h) ֟ Ⱶ ῀ ῀ ҈ ꜚ ΐ̂ ף ȁ ȁ ȁ ȁ

ᴆ ΐ ȁ ̃ ̆ Ҋץ ̔ 

1) ḠῒҩֲḤ ȁᶏ ҹ ̕ 

2) ҈ ῀ ῀ ꜚ ΐ ҩֲḤ ҹ ̆

₮ ҹ̆ ℗ ῀Ȃ 

9.8 个人信息跨境传输 
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Ҭ ֲ ῍ ῤ Ҭ ֟ ҩֲḤ ᶫ ҩֲ̆Ḥ └

῏ ῏ ‰ Ȃ 

10 
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b) ᴋ ҩֲḤ Ḡ ֲ ҩֲḤ Ḡ ᵬ ̆ҩֲḤ Ḡ ֲ

ΐ ῏ ᵬ ҩֲḤ Ḡ Ғҙ ֲ ᴋ̆ ҍ ῏ҩֲ

Ḥ ꜚ ‗ Һ ֲ ᵬ̕ 

c) ץҊ ᴆӊѿ ̆ Ғ ҩֲḤ Ḡ ֲ ҩֲḤ Ḡ

ᵬ ̆ ҩֲḤ ῃ ᵬ̔ 

1) Һ ҙⱵ ҩֲḤ ̆ғ׆ҙֲ ԍ200ֲ̕ 

2) 100ֲ҆ ҩֲḤ ̆ 12ҩ ῤ 100ֲ҆ ҩֲ

Ḥ ̕ 

3) 10ֲ҆ ҩֲ Ḥ Ȃ 

d) ҩֲḤ Ḡ ֲ ҩֲḤ Ḡ ᵬ ᵖҌ ԍ̔ 

1) ῃ ῤ ҩֲḤ ῃ ᵬ̆ ҩֲḤ ῃ

ᴋ̕ 

2) └ ҩֲḤ Ḡ ᵬ ⅞ Ḇ ̕ 

3) └ ȁ ȁ ȁ ҩֲḤ Ḡ ῏ ̕

100
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a) ҩֲḤ ῃ ᵀ└ ̆ ᵀ ҩֲḤ ꜚ ῃ

̕ 

b) ҩֲḤ ῃ ᵀ Һ ᵀ ꜚ ҩֲḤ ῃ ↕

ץ̆’ ҩֲḤ ꜚ ҩֲḤ Һᵣ ̆ῤ ᵖҌ

ԍ̔ 

1) ҩֲḤ ȁ ȁ ↕̕ 

2) ҩֲḤ ҩֲḤ Һᵣ Ҍ≠ ̆

ᴪ ֲ ֟ ῃȁ ҩֲ ẫ ȁ ≢ ̕ 

3) ҩֲḤ ῃ ̕ 

4) ≢₮ҩֲḤ Һᵣ ҍῒז

≢₮ҩֲḤ Һᵣ ̕ 

5) ῍֣ȁ ȁῈ ҩֲḤ ҩֲḤ Һᵣ ֟ Ҍ≠

̕ 

6) ῃԊᴆ ̆ ҩֲḤ Һᵣ ֟ Ҍ≠ Ȃ 

c) ֟ Ⱶ ╠̆ ҙⱵⱳ ̆ ҩֲḤ ῃ

ᵀ̕ 

d) ̆ ҙⱵ ȁḤ ȁ

̆ ҩֲḤ ῃԊᴆ ̆ ҩֲḤ ῃ ᵀ̕ 

e) ҩֲḤ ῃ ᵀ ̆ ץ Ḡ ҩֲḤ Һᵣ ̆ᶏ

ᵞ⌠ ̕ 

f) ҩֲḤ ῃ ᵀ ̆ Ḡ ᶫ ῏ ̆ ץ

Ὲ Ȃ 

11.5 数据安全能力 

ҩֲḤ └ ῏ ‰ ̆ ῃ ⱬ̆

̆ ҩֲḤ ȁ ȁҡ ȁ Ȃ 

11.6 人员管理与培训 

ҩֲḤ └ ̔ 

a) ҍ׆ԊҩֲḤ ᵝ҉ ῏ֲ Ḡ ̆ ҩֲ
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a) ҩֲḤ Ḡ ȁ ῏ ῃ ̕ 

b) ꜚ ̆ ҩֲḤ ꜚ̕ 

c) ῃԊᴆ ȁ Ԋ ᶫ  ̕

d) ȁ − ̕ 

e) Ҭ ҩֲḤ ᶏ ȁ ’̕ 

f) Ȃ 
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附 录 A 

（资料性附录） 

个人信息示例 

ҩֲḤ ץ ῒז ҍῒזḤ ≢

ֲ ᴍ ֲ ꜚ ’ Ḥ ̆ ȁ₮ ȁ ᴍ ᴆ

ȁҩֲ ≢Ḥ ȁᵟ ȁ Ḥ ȁ Ḥ ῤ ȁ ȁ ֟

Ḥ ȁ ḤḤ ȁ ȁᵟ Ḥ ȁẫ Ḥ ȁ֜ Ḥ Ȃ 

∞ Ḥ ԍҩֲḤ ̆ Ҋңץ ̔ѿ ≢̆ Ḥ׆ ⌠ҩ

ֲ̆ Ḥ ≢₮ ֲ̆ҩֲḤ ꜛԍ ≢₮ ҩֲȂԋ

῏ ̆ ҩֲ⌠Ḥ׆ ̆ ֲ̆ ֲ ῒ ꜚҬ֟ Ḥ ̂

ҩֲᵝ Ḥ ȁҩֲ ȁҩֲ ̃ ҹҩֲḤ Ȃ ҉ ң ӊ

ѿ Ḥ ̆ ∞ ҹҩֲḤ Ȃ 

A.1 ₮ԅҩֲḤ ҽᶛȂ 

表A.1 个人信息举例 

ҩֲ  
ҩֲ ȁ ȁ ≢ȁ ȁ ȁ ῏ ȁᵟ ȁҩֲ ȁ

ᴆ  

ҩֲ ᴍḤ  ᴍ ȁ´ ȁ ȁ ȁ ᵬ ȁ₮῀ ȁ Ḡ ȁ ᵟ  

ҩֲ ≢Ḥ  ҩֲ ȁ ȁ ȁ ȁ ȁ ȁ ≢  
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附 录 B 

（资料性附录） 

个人敏感信息判定 

ҩֲ Ḥ ѿ ȁ ᶫ ֲ ֟ ῃ̆
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附 录 C 

（资料性附录） 

实现个人信息主体自主意愿的方法 

C.1 概述 

Ḡ ҩֲḤ Һᵣ Һ ңҩ ѿ̔ Ҍ ҩֲḤ Һᵣ ҙⱵ

ⱳ ̕ԋ Ḡ ҩֲḤ Һᵣ ҩֲḤ ȁᶏ ≠Ȃҩֲ

Ḥ └ ̆ ῒ ꜚԑ ̆ Ҋץ Ȃ 

C.2 区分基本业务功能和扩展业务功能 

Ḡ ҩֲḤ Һᵣ ≠̆ ᾢ ⅞№֟ Ⱶ ҙⱵⱳ

ҙⱵⱳ ̆⅞№ Ҋ̔ 

a) ҩֲḤ Һᵣ ȁᶏ ᶫ֟ Ⱶ Һ

̆⅞ ֟ Ⱶ ҙⱵⱳ ̕ 

注1：ҩֲḤ Һᵣӊ ץ ≢ ֟ Ⱶ̆Һ ᶭ ҩֲḤ └ ᶫ֟

Ⱶ ҙ ᵝȁ֟ Ⱶ ȁ Ҭ ȁ

Ȃ ̆ҩֲḤ └ ѿ ҩֲḤ Һᵣ ҉ ̆

ҩֲḤ Һᵣ Һ ⅞ ҙⱵⱳ Ȃѿ ̆ ֟

ⱵҌ ᶫ ҙⱵⱳ ̆ҩֲḤ Һᵣ Ҍᴪ ᶏ ֟ ⱵȂ 

注2： ֟ Ⱶ ȁף ȁ ̆ ҙⱵⱳ ӊ ⅞№ȂҩֲḤ └

ׅ ѿ ҩֲḤ Һᵣ ̆ ⅞ ҙⱵⱳ ȂᵖҩֲḤ └

Ҍ ῤ ҙⱵⱳ ҙⱵⱳ ⅞№Ȃ ⅞№ ̆ҩֲḤ └

Ῥ ҩֲḤ Һᵣ ҙⱵⱳ ȁᶏ ῒҩֲḤ Ȃ 

b) Ҍ Ⱶ ȁ ҩֲḤ Һᵣᵣ ȁ ֟ ᵬҹ ҙⱵ

ⱳ ̕ 

c) ֟ Ⱶ ᶫ ҙⱵⱳ ӊ ῒזⱳ ̆⅞ ҹ ҙⱵⱳ Ȃ 

C.3 基本业务功能的告知和明示同意 

ҙⱵⱳ Ҋ̔ 

a) ҙⱵⱳ ╠̂ ҩֲḤ Һᵣ∆ ȁ ᶏ ȁ Ύ ̃̆

֜ԑ ̂ ȁ ȁ Ώ ȁ ȁ ̃̆

ҩֲḤ Һᵣ ҙⱵⱳ ҩֲḤ ץ̆ ҩֲḤ
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C.4 扩展业务功能的告知和明示同意 

ҙⱵⱳ Ҋ̔ 
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表C.1 交互式功能界面模板 

功能界面模板 说明 

 

1ȁҹ ҩֲḤ Һᵣ

ҩֲḤ

ȁ ̆ №

ҩֲḤ Һᵣ

Ȃ ҩֲḤ └

№ ȁ№ ȁ

№ ҩֲḤ

Һᵣ ᶷ Ҭ

ⱳ Ȃ 

 

2ȁҩֲḤ └

ӈῒ֟ Ⱶ

ҙⱵⱳ ̆ ≢ῒ

ҩֲḤ Ȃ 

 

3ȁ ᶷ Ҭ ṿ

ҩֲḤ └

₮̆ғῤ

̆Ҍ

ᶏ ȁ

ҩֲḤ

Ȃ 

 

4ȁҩֲḤ └

֟ Ⱶ

̆ ȁḂ

ᶷ Ҭ

ⱳ Ȃ 

 

5ȁҩֲḤ └

ᶷⱳ ľ̆

ĿҌ Ώ

Ȃ 
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表C.1 （续） 

功能界面模板 说明 

 

6ȁ ҙⱵⱳ

ҙⱵⱳ ӊ ῒזⱳ

̆ ҙⱵⱳ

̔ ҙⱵⱳ

҉ ѿ֓ Ⱶ

ҙⱵȁ ֟

Ⱶ ᶏ ᵣ ⱴ

ⱳ ̂ ≢ȁ

≢ȁ ᵝ ȁ̃

֟ Ⱶ ῃ

└ ⱳ ̂

Ḡ ȁ

̃Ȃ 

 

7ȁ ҙⱵⱳ ѿ ΐ

ȁ ȁҌ

ҙⱵ ̆

ҩֲḤ └ ≢

ҙⱵⱳ ᾟ

№№ ῒ ΐ ֓
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表C.1 （续） 

功能界面模板 说明 

 

10ȁҍ ҈ ῍֣ȁ

Ὲ

ҙⱵⱳ

ȂҩֲḤ

└

ⱴ῍֣ȁ ȁῈ

̆ ҩ

ֲḤ Һᵣᶏ Ҭ

ץ

̆ Ȃ 

 

11ȁ ῃ ⱬ ҩ

ֲḤ └ Ḡ ҩֲ

Ḥ Ḡ ȁ

ⱬ̆ҩֲḤ

└ ץ

῏ ‰

ᵬ ῒ ῃ

ⱬ̆ ῏ ץ

ҩֲḤ Һᵣ

Ȃ 

 

12ȁҩֲḤ └

ҩֲḤ Һᵣ ᶫ

↕

̆ ҩֲḤ Һᵣ

Ҍ ῒ ↕̆

ץ Ҍ ᶏ ֟

ⱵȂ 

 

13ȁ ҩֲḤ Һᵣ

ҍҩֲḤ └

Ȃ 

 
14ȁ ҩֲḤ Ḡ

Ḃҩץ̆

ֲḤ Һᵣ Ȃ 
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表D.1 （续） 

个人信息保护政策模版 编写要求 

ҙⱵⱳ ѿ ҩֲḤ ᶏ ↕ 

1ȁ ױ ֓ ҩֲḤ  

ױ ⚫ ᶫ ҙⱵⱳ ᶭ №Ḥ ץ Ȃ ᶏ
ҙⱵⱳ ̆↕ ױ ᶫ ᾛ ױ Ḥ
̔ŀŀ 

῍ XX ҩֲḤ Ȃ 

⚫ Һ ױ ᶫ ᾛ ױ Ҋ↓Ḥ ̔ŀŀ 

῍ XX ҩֲḤ Ȃ ֓Ḥ ҙⱵⱳ ̆ᵖ
֓Ḥ Ⱶ ȁ ֟ Ⱶ
ӈȂ Ҍᴪױ └ ᶫ ֓Ḥ ̆ Ҍᴪ ᶏ
ҙⱵⱳ ֟ Ҍ≠ Ȃ 

⚫ ᶏ ҙⱵⱳ ̆ ױ Appᴪ Ҋ↓ҍҩֲḤ
῏ ̔ŀŀ 

῍ XX Ȃ Ҍ ̆ ᴪ ױ ᶫ
ҙⱵⱳ Ȃ ҉ ӊ ̆ Һ ԇApp

ῒז Ȃ 

2ȁ ױ ᵥᶏ ҩֲḤ  

⚫ ԍ ҩֲḤ ̆ ᴪױ ᶫ ҙⱵⱳ ̆ ŀŀ
Ӟᴪᶏױ ҉ Ḥ ҙⱵⱳ ̆

ҙⱵⱳ Ȃ 

⚫ ԍ ҩֲḤ ̆ ᴪױ ԍץҊ ̆ ŀŀ 

3ȁ ױ ᵥ ȁ῍֣ȁ ȁῈ ҩֲḤ  

̂1̃  

ҙⱵⱳ Ҭ ֓ΐᵣ ⱳ ᶫ ᶫȂɒ
ᴪױ Ⱶ ᶫ ꜛ ױ ᶫ Ȃ 

ױ ҩֲḤ Ὲ ȁ ҩֲ̆ ᴪҍῒױ
Ҥ Ḡ ̆ ױז ױ ȁ ҩֲḤ Ḡ ץ
ῒזᴋᵥ ῏ Ḡ ῃ ҩֲḤ Ȃ 

̂2̃῍֣ 

Ҍᴪҍױ Ὲ ץ ᴋᵥῈ ȁ ҩֲ№֣ ҩֲḤ
̆ Ȃ ╠̆ ᴪױ Ҋץ Ҭ̆
῍֣ҩֲḤ ̔ 

a) ŀŀ 

ԅ Ҭ ╠ Ὲ ȁ ҩֲ̆ ₯ Ȃȍ
ᶫ Ȏ 

b) ŀŀ 

ԅ Ҭ ╠ Ὲ ȁ ҩֲ̆ ₯ Ȃȍ
ᶫ Ȏ 

c) ŀŀ 

ԅ Ҭ ╠ Ὲ ȁ ҩֲ̆ ₯ Ȃȍ
ᶫ Ȏ 

ױ ᴪ ̆ Һ └
̆ ῍֣ ҩֲḤ Ȃ 

̂3̃  

Ҍᴪױ ҩֲḤ ᴋᵥῈ ȁ ҩֲ̆p Ҋץ
̔ 

a) ’Ҋ ̔ ̆ ᴪױ
ῒז ҩֲḤ ̕ 

b) ȁ ֟ ̆ ⌠ҩֲḤ ̆
ᴪױ ҩֲḤ Ὲ ȁ ҩֲḤ

Ḡ ̆ ↕ ױ Ὲ ȁ
Ȃ 

̂4̃Ὲ  

ᴪֽױ Ҋץ Ҋ̆Ὲ ҩֲḤ ̔ 

a) ̕ 

b) ԍ ̔ ȁ ȁ Һ
└ ’Ҋ̆ ױ ᴪῈ ҩֲḤ Ȃ 

1ȁ ↓ҽ ᶏ ҩֲḤ

ҙⱵⱳ ̆Ҍ ᶏ Ȃ 

2ȁ Ҍ ҙⱵⱳ ̆№≢↓₮

ҙⱵⱳ ҩֲḤ Ȃ 

3ȁ ֓ ҩֲḤ

ԍ ҙⱵⱳ Ȃ 

4ȁ ᴍ ȁ ȁ

ᴆḤ ҩֲ ≢Ḥ ̆

Ғ ҩֲḤ Һᵣ

ꜚ Ḥ ̆ ȁ

↕Ȃ 

5ȁҌ ᶏ

ҩֲḤ ̆ “ ױ ᴍ

῏Ḥ ” ̆ Ώ “

ױ ȁ ȁ Ḥ

”Ȃ 

6ȁ ҩֲḤ ᶏ Ҭ

̆ ҩֲḤ Ữ ᴍ

̆ҩֲḤ ᴰ Ҭ

̕ ҩֲḤ ᴰ

’̆ ↓₮ Ȃ 

7ȁ ҩֲḤ ᶏ ’̆

Ҍ ҩֲḤ Ḡ

̂ ̔ 5 ῤ̃ץ

− ̂ ̔

2019 12 31
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表D.1 （续） 

个人信息保护政策模版 编写要求 

ҙⱵⱳ ԋ ҩֲḤ ᶏ ↕ 

 

 

 

 

ױ ᵥḠ ҩֲḤ  

̂ѿ̃ ױ ᶏ ҙ ‰ ῃ Ḡ ᶫ ҩֲḤ ̆

⌠ ȁῈ ȁᶏ ȁḱ ȁ ҡ Ȃ ױ

ᴪ ѿ℗ ̆Ḡ ҩֲḤ Ȃᶛ ̆?-?- 

̂ԋ̃ ױ ԅץҊ ̔?-?- 

̂҈̃ ױ ῃ ⱬ̔?-?- 

̂ ̃ ᴪױ ѿ℗ ̆ Ḡ ῏ ҩֲḤ Ȃ

ױ ᴪ ῤḠ ҩֲḤ ̆

Ḡ ⌠ ᾛ Ȃ 

̂ԓ̃ ױ Ὲ ῃ ȁҩֲḤ ῃ ᵀ

῏ῤ Ȃ Ҋץ ?-?- 

̂Έ̃ԑ №ӊ ῃ̆ ױ ⱬ Ḡ Ḡ

ױ ᴋᵥḤ ῃ Ȃ ױ ȁ ȁ ⌠

̆ Ḥ ȁῈ ȁ ȁ ̆

̆ ױ ᴋȂ 

̂҂̃ Ҍ ҩֲḤ ῃԊᴆ ̆ ױ ̆

̔ ῃԊᴆ ’ ȁ ױ

ȁ Һ ᵞ ȁ Ȃ ױ

Ԋᴆ ῏ ץ’ ᴆȁḤ₱ȁ ȁ ̆

ץ ѿ ҩֲḤ Һᵣ ̆ ᴪױ ȁ Ὲ Ȃ 

̆ ױ ̆Һꜚ҉ ҩֲḤ ῃԊᴆ

’Ȃ 

1ȁ ҩֲḤ └

ҩֲḤ ῃḠ Ȃ

ᵖҌ ԍҩֲḤ

Ḡ ҩֲ̆Ḥ ᴰ ȁ Ữ

ᴍ ⱴ ҩֲ̆Ḥ

ȁᶏ

└ ҩֲ̆Ḥ Ḡ − └

Ȃ 

2ȁ ╠ ҩֲḤ ῃ

Ȃ ҩֲḤ

└ ╠Һꜚ

ῤ ҩֲḤ ῃ ȁ

ȁ ‰ȁ ץ̆ ҩֲḤ

└ ╠ ҩֲḤ

ῃ ῏

Ȃ 

3ȁ
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表D.1 （续） 

个人信息保护政策模版 编写要求 

≠ 

Ҭ ῏
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表D.1 （续） 

个人信息保护政策模版 编写要求 

̂ԓ̃ҩֲḤ Һᵣ  

╠ Ύ ̆ ץ Ҋץ ᵬ̔ŀŀ 

ӊ ̆ ױ Ả ҹ ᶫ֟ Ⱶ̆ ᶭ ̆

− ҩֲḤ ̆ Ȃ 

̂Έ̃ҩֲḤ Һᵣ ҩֲḤ ◐  

ҩֲḤ ◐ ̆ ץ Ҋץ ᵬ̔ŀŀ 

╠ Ҋ̆ ̆ ױ ̆

ҩֲḤ ◐ ᴰ ҈ Ȃ 

̂҂̃ Ḥ ꜚ‗  

֓ҙⱵⱳ Ҭ̆ ױ ֽᶭ Ḥ ȁ ῤ ֲ

ꜚ‗ └ᵬ₮‗ Ȃ ֓‗ ̆

₮ᵬױ ̆ Ӟױ ᶫ Ȃ 

̂ῇ̃ ҉  

ҹḠ ῃ̆ ᶫӥ ̆ זῒץ ᴍȂ

ױ ᴪᾢ ᴍ̆ Ῥ Ȃ 

ױ ҈ ῤᵬ₮ Ȃ Ҍ ̆ ץ Ҋץ

̔ŀŀ 

ԍ ̆ ױ ↕҉Ҍ ̆ᵖ ȁ ₮

̆ ױ ѿ Ȃ ԍ ֓ ȁ

̂ᶛ ̆ ׆ ҉ ᶛ̃ȁ ֲז

Ҍ℗ ̂ᶛ ̆ ᴍ ҉ Ḥ ̃

̆ ױ ᴪԇץ Ȃ 

Ҋץ Ҭ̆ ױ ̔ 

1ȁҍҩֲḤ └ ӈⱵ ῏ ̕ 

2ȁҍ ῃȁ ῃ ῏ ̕ 

3ȁҍῈ῍ ῃȁῈ῍ ȁ Ὲ῍≠ ῏ ̕ 

4ȁҍ⅝Ԋᶶ ȁ ȁ ∞ ∞‗ ῏ ̕ 

5ȁҩֲḤ └ ᾟ№ ҩֲḤ Һᵣ Һ

≠ ̕ 

6ȁ₮ԍ ҩֲḤ Һᵣ ῒזҩֲ ȁ ֟ ᵖ

⌠ ֲ ̕ 

7ȁ ҩֲḤ Һᵣ ҩֲḤ Һᵣ ῒזҩֲȁ

⌠Ҥ ̕ 

ҙ Ȃ 
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表D.1 （续） 

个人信息保护政策模版 编写要求 

ױ ᵥ ᾙ ҩֲḤ
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表D.1 （续） 

个人信息保护政策模版 编写要求 

ᵥ  

ױ ҩֲḤ Ḡ Ȃ 

̆ ⁞╝Ҍᴪױ ҩֲḤ Ḡ

֣ ≠Ȃ ᴪױ ҉ Ạ ᴋᵥ Ȃ 

ԍ ̆ ױ ᴪ ᶫ ҹ ̂ ԍ ֓

Ⱶ̆ ᴪױ ᴆ ̆ ҩֲḤ Ḡ ΐ

ᵣ ῤ ̃Ȃ 

ᵖҌ ԍ̔ 

1ȁ ױ Ⱶ Ȃ ҩֲḤ ȁ

ҩֲḤ ȁҩֲḤ ᶏ ̕ 

2ȁ ױ ȁ Ȃ ҙ

Ⱶ ȁ ֟ ̕ 

3ȁҩֲḤ ῍֣ȁ Ὲ Һ ̕ 

4ȁ ҍҩֲḤ ≠ ῒ ᶏ

̕ 

5ȁ ױ ҩֲḤ ῃ ᴋ ȁ

̕ 

6ȁҩֲḤ ῃ ᵀ Ȃ 

ױ ᴪ ̆ᶫ Ȃ 

ҩֲḤ └ ҩֲḤ Ḡ

̆ ҩֲḤ

Ḡ ̆ ᶏ ᵥ

ҩֲḤ ҺᵣȂ ’Ҋ

ҩֲ̔Ḥ Һᵣ Ḥ

ȁ Ḥ ҩֲḤ Һ

ᵣᶏ ₮ ȁҩֲḤ Һᵣᶏ

Ḥ ҩֲḤ Һᵣ

ȁ ҩֲḤ Һᵣ ᴆȁ Ḥ

Ȃ 

 

ᵥ  ױ

ҩֲḤ Ḡ ᴋᵥ ȁ ̆

Ҋץ ҍ ױ ̔ŀŀ 

ױ ԅҩֲḤ Ḡ Ғ ̂ ҩֲḤ Ḡ Ғ ̃̆

ץ Ҋץ ҍῒ ̔ŀŀ 

ѿ ’Ҋ̆ ױ ҈ ῤ Ȃ 

ױ Ҍ ̆ ≢ ױ ҩֲḤ ҹ

ԅ ̆ ץ Ҋץ ‗

̔ŀŀ 

1ȁҩֲḤ └ ₮

ҩֲḤ ῃ ῏ ȁ

̆ ҩֲḤ ῃ ᴋ

ȁ ȁ ᴆ ȁҩֲḤ Һ

ᵣ ̆ ҩֲḤ

Һᵣ ץ ⌠ Ȃ 

2ȁҩֲḤ └ ₮ Ԉ

‗ ῒ ץ̆ ҍҩֲḤ

Һᵣ₮ ‗ Ԉ

Ȃ Ԉ ‗ ҹ̔ҩֲḤ

└ ȁ ҩֲ

Ḥ └ ҩֲḤ Ḡ

ȁ ҙ ᴪ ῏

Ȃ 
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