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CCleaner 200 W TF n 500" " €O [
T 2000° 7/ i A
1a b  Ox0082E0A8 Z Y shellcodeA
.data:AB8ZEBAE byte_82EBAB db I], 83h, 1%h, 97h, BCF¥h, 2Ch, BC%h, 95h, ¥5h, 6Bh, BCBh; A
.data:0082E0A8 ; DATA KREF: CC_InFectiunBase+1BTu
.data:@80882EBAB H [:[:_InFectiunBase:luc_lll]ﬂi?BTr
.data:@a82EBAR db 8A1h, 3Dh, ¥6h, ¥, BCCh, 8Eh, BFFh, 42h, BBSh, BBBh; BBh
.data:@a82EonE db 25h, OBEh, 43h, 7Eh, 67h, @ABh, 63h, 3Eh, @F6h, 8, 37h; 15h
.data:@a82EBAR db @DBh, B8Ccéh, 8Ah, BF8h, BB9h, BFFh, 27h, S5Bh, 3Ch, 6Eh; 28h

45h, 9Aah, 3Fh, 6D3h, 5Dh, 25h, 2Eh, 1Dh, BG2h, 6Bh; 2Ah
B0 Gh.. OZh,_,ACCh. aA7h. ACOh_ONGh . 30b. 9Ch Slh e, .

T AT LT

.data:B0e82E0BAS
0




2 9 shellcodeA
-text:804818608 sub_4B18088 proc near
.text:088408108808

.text:088408108808

-text:@04810868 arg 8 = dword ptr B
-text:@0481080 arg 4 = dwovrd ptr BCh
.text:00401000

.text:004810088 mou edi, edi
-text:d84818082 push ebp
-text:d8481803 mou ebp, esp
-text:004810085 push esi
.text:00481006 Xor esi, esi
ftovt -‘nnhn‘l [clcln] IR m e . acwy 2Ch73893h |

mov eax, [ehp+arg 0]
imul BCX, A4TAGSATR
mau dl, cl

a1 rr:_-:_ua.nr1 1 A1

: XREF: sub_u@18008+107 j

3a shellcode

i B Ay
4a T Ve h
H
ta sleepP 3t

Wy

e LG e T iy
text:004081829
text:a848182A
text:0948182B
.text:98481828 sub_La16688

a

- -
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q)

G G 600 A G ¢

; CODE XREF:

endp
b f
ping 224.0.0.0
T FA

CC_InfectionBase+16Lp

; CODE
A_.
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B17A255E 59 pop ecx

B17A255F|, 72 1B ib short 817A257C
817a2561 53 push ebx
017A2562|  FFD6 call esi
B17A2564 59 pop ecx
017A2565| 8945 FO noy dword ptr [ebp-8x10], eax
01712568 E® BAFIFFFF  gall 81701677
A7A25AN| 2045 FA rnn dunrd nte Tehn-Ax1AT. eax
B17R24D8 8BEC noy. .
. 8x188 ‘
elF il 817A2826 TCnpCr et
= .
ezl — 0K
short 017A251E
I i
[EaL——ewa
b | -
:-—nﬁnzmu
1028]
|
= .
5a Ry
Debug A
BU1/HZ508 oy pop BeCX
B17A2565| 8945 FB nouy dword ptr [ebp-8x18], eax
0172568 E8 BAF1FFFF call 0171677
617A256D| 3945 FO cmp dword ptr [ebp-8x18], eax
B17A2578|., 72 BA jb short 817A257C
017A2572
B17A2578 85CA test eax, eax
817A257n|, 75 @7 jnz short 817A2583
B17A257C 33ca Xor eax, eax
017A257E|, E9 31020000 jmp 017A27B4
0172583 E8 B2FAFFFF call 017A203A
8172588 68 a@eo6100 push Bx10008 UNICODE '
4742080 A hOA nuch Avhi

62 C& F IPA
| s17n215€ |mouzx  eax, byEepEF [eBp=0X8]

‘push eax i

‘lea eax, dword ptr [ebp-Bx28] d

!push eax I

|pu5h dword ptr [ebp+BxC] ] i
o=l e son e BT waa B S S

| add esp. !

| push 0x20 H

ipop ecx B
ipop edi H
| mov byte ptr [eax]. 6x8 !
iinc eax 8

BI7A217El 0% | dec ecx 1

617aZ17Fi" 75 FY inz short 8172170 1

24 g i mou eax. H

7FE98 ASCII
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DGA 7
a DGA

2017 2 ab6d54340cla.com
2017 3 aba%9a949bcld.com
2017 4 ab2da3d400c20.com
2017 5 ab3520430c23.com
2017 6 ab1c403220c27.com
2017 7 ablabadldOc2a.com
2017 8 ab8cee60c2d.com
2017 9 ab1145h758¢30.com
2017 10 ab890e964c34.com
2017 11 ab3d685a0c37.com

I 207 ab70a139cc3a.com
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